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Abstract- 

Steganography has attracted an outstanding area of research nowadays. Being the science of hiding information, 

it focuses on the concept of hiding a message in plain sight [1]. It can be confusing and frustrating to pointedly 

understand how image quality is influenced by digital camera noise. The state of art analysis is relying on 

artificial intelligence and machine language techniques aiming to endow with better capability to differentiate 

between a carrier image from a hidden message image. Researches conducted in this field manifested that noisy 

areas in a picture is harder to construct, making it more difficult to detect an embedded message.  Herein, this 

article shed the light on a novel steganography route for hiding information in these areas and bestow more 

complexation on their detection. The validation of the adopted method has been assessed through harnessing 

two imaging databases and two recent Steganalysis. The experiments disclosed that the proposed algorithm has 

significantly improved the statistical undetectability with respect to the LSB matching system for the same 

capacity of incrustation. 
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Highlights 

• Novel information hiding method utilizing zones noisy images. 

• The proposed method attempted to exploit two weaknesses of the existing systems of analysis. 

• The adopted method did not require any complex calculation 

• Machine learning can bestow a great potential to detect method of hiding information in steganographic 

images. 

1 Introduction 

Steganography deals with versatile techniques for hiding Data in other objects, known as "bearer objects". 

Basically, these carrier objects are usually referring to digital media, such as; images, videos or archives sound. 

Undoubtedly, images are the most widely used in the present among other types as they are enormously spread 

on the internet. Substitution of the bit less significant (Least Significant Bit, LSB) is a commonly employed 


